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1 Introduction
none

2 Audit Environment

SUSE LINUX 9.3 x86

freeradius-1.0.2-5.5

pam-0.78-8

mysql-4.1.10a-3.2

server: idoru.ashpool.org

client: spiral.ashpool.org

database server: idoru.ashpool.org
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3 Methodology

The RAIUS server was setup on hadoru with authenticatiorLocal, System, PAM,
andSQL. To be able to test a wide-range of common pitfalls in progrémg of such a
complex software a "fuzzer” was written and tested suceebsagainst different kind
of RADIUS extensions and configurations (Local, System, PSKJL).

Additionally some parts of the code were inspected lindhbg-

4 Fuzzer Results

The fuzzer sends about 5 million packets which include wericommon attacks in
Perl, SQL, C, HTML, and LDAP. It does also special fuzzing of thser - Nane
AVP (attribute value pair) and of the realm support.

5 Source-Code Review

5.1 File: exec.c

e radiusexecprogram: line 201: The number of filedescriptors closed naybe
large enough. Better use:

i f((maxopenfd = sysconf(_SC OPEN _MAX)) < 0)
maxopenfd = OPEN_MAX LI NUX;

e radiusexecprogram: line 117-233: This is a minor issue but it may be wort
correcting. The strings used as command-line option forcthee to execute
should be sanitized. For example they should not includei-’ to add un-
wanted command-line options This is mostly stopped bectheseode is exe-
cuted after the authentication and so at leastixr - Name it has to be defined
by the admin.

e radiusexecprogram: line 212-231: The maximum size (MABNVP) ofenvp
is not tested in the for-loop while stuffing the AVPs in the ieomment which
may causenvriting out-of-bounds.

5.2 File: rim_ldap.c

e |dapescapdunc: The functionl dap_escape_func() should filter much
more LDAP-specific characters liké[: (pipe), (, =, cn=, etc. This will avoid
cross-site-scripting attacks as they happen in SQL etc..

e Will an unavailable LDAP server block the RADIUS daemon?
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5.3 File: sql.c
e Ok.
5.4 File: rim_sql.c

e sglescapdunc: The functiorsql _escape_f unc() does convert all input up

5.5

to an upper limit. By this @asername may get truncated This leads to a subtile
problem. Let’'s assume user John Doe wants to get accessdodbant of John
Doe Dorian. Both users are authenticated by using SQL. Jolend@s into the
system using the usernamehndoedori an. The RADIUS server looks up
this string in itsuser file , seesAut h- Type : = SQ and calls its | msql
module. Thersql _escape_func() trunctaes this string tpohndoe, re-
ceives the password from the database and compares it tasisevprd given
by John Doe. These password is John Doe’s original passward due to the
truncation John Doe’s information was received, the passwatches and John
Doe gets access to John Doe Dorian’s accotif.his needs to be tested more
carefully by the auditor due to long code pathes that a usesrteavels through
which all have their own limits any may possibly avoid thitaak.)

rim_sqglauthorize: line 747: Here assumptions are made that theysthould
be long enough to hold the full escaped username. It is stated

/* sql usernane holds the sqgl escaped username. The ori gi nal
usernane is at nost MAX STRING LEN chars | ong and

*s(l escape_string doubles its length in the worst case.
Throw in an extra 10 to account for trailing NULs and to
have a safety margin. =/

b

Butreadingthesql _set _user () function it shows up that no escaping will be
done at all. This doesn’t hurt but was just a wrong assump@onthe other side
sql _escape.f unc() tribbles the size in the worst case (MIME-encoding for
non-printable chars) but this does not affegi user nanme. So, no problem
either... just a note.

File: xlat.c

valuepair2str: Ok.

decodeattribute:Possible write beyond buffer bounds inat t r nane[ 256] .
The buffer is 256 bytes in size but the length is not checkeiiewtriting to it
in a while-loop.

1This can also happen due to the limit of the query-string.
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e radiusxlat: line 725: DNS responses are not escaped and may inS@le

5.6

5.7

5.8

5.9

commands.

File: sglunixodbc.c.c
sqlerror: line 362-3630ne byte buffer overflow:

result = (char*)rad_mall oc(strlen(state)+l+strlen(error));
sprintf(result, "% %", state, error);

Two extra bytes (blank + trailing zero) have to be allocatad £sul t .

File: rim_exec.c
Ok.

File: rim_unix.c
Ok.

File: rim_realm.c

checkfor_realm: line 209: Better add a trailing zeroup- >st r val ue

checkfor_realm: line 210: If the trailing zero is missirsg r | en( vp- >st rval ue)
will return a wrong value.

5.10 File: rim_expr.c
e Ok.

5.11 File: session.c

e rad.checkts: line 202: The number of filedescriptors closed may notagel

enough. Better use:

i f((maxopenfd = sysconf(_SC OPEN_MAX)) < 0)
maxopenfd = OPEN_MAX LI NUX;

e radiusexecprogram: line 224: This is a minor issue but it may be worth cor

recting. The strings used as command-line option for the to@xecute should
be sanitized. For example they should not include "=’ or ¢’add unwanted
command-line options. Unlikely.
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5.12 File: checkrad.pl
e Ok.

5.13 File: log.c

e vradlog: line 133: Thesnpri nt f () isdangerous if en becomesi zeof (buffer).

This results in duffer overflow due to annteger wrap of the second argument.
Better check this case before. Very unlikely becduse is not under the control
of the attacker.

e vradlog: line 135: Checking the buffer bounds does not makeesster the
overflow already happened Check earlier.

e vradlog: line 150: Thetrcat (buffer, "\n") may overwrite the last and
trailing zero if the buffer is full. Additionally a\0’ has to be added manually
after the \n’ by the programmerOff-by-One

5.14 File: auth.c
e radauthlog: line 131,143,145: Add a trailing zero.

e rad authenticate: line 678: Is it guaranteed that h_i t em >st r val ue has
atrailing zero?

5.15 File: radius.c

e radrecv: Ok.

6 Summary

FreeRADIUS tries hardly to force the rules of the RADIUS RFC toid\processing
malformated packages. The original code seems to be welewiut attention should
be brought to the various modules written by different pamgmers.

7 The RADIUS Fuzzer

The tool is available via CVS by using the following parameteiICVS RSH=ssh”,
"CVSROOT=thomas@wotan.suse.de:/suse/thomas/Prajeftsitory/” and later at
http://mww.suse.de/ thomas/.

2Quickly checking pairread() from |ib/valuepair.c getthing() from
I'i b/t oken. ¢ shows that it is not guaranteed.
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8 Status

Sebastian Krahmer will do some additional source-codetiagdi

The fullsr ¢/ nodul es tree needs an audit and the decoding functiomsighi us. c
need more attention. The usage of SSL/TLS (EAP-TLS, LDARXse0 be verified
with an real-life attack on the SSL-communication.

The truncation attack mentioned for the SQL module needs teekified further.
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